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o Source (i5MJ8): T embaas.py [ validate_environment JyiiH'. Yasa H5I%]i%
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65 v salidate_environment(cls, values: Dict) -> Dict:
"""Validate that api key and python package exists in environment."""
v ambaas_api_key = get_from_dict_or_env(

values, "embaas_api_ key", "EMBAAS_API_KEY"

)
ralues["embaas_api_key"] = embaas_api_key
~eturn values
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def _handle_request(
self, payload: EmbaasDocumentExtractionPayload
) -> List[Document]:
""Sends a request to the embaas API and handles the response."™’
headers = {
"Authorization": f"Bearer {self.embaas_api_ key}",
"Content-Type": "application/json",

}

response = requests.post(self.api_url, headers=headers, json=payload)
response.raise_for_status()

parsed_response = response.json()
return EmbaasBloblLoader._api_response_to_documents(
chunks=parsed_response["data"]["chunks™]
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cd ~/yasa-bundle/
# 1. Al EEHAHE X

mkdir -p ./scan_partl

# 2. #H N EXXPH (B R SSRF # % % ¥)
cp /mnt/d/GitHub_Projects/langchain/libs/langchain/langchain/
document_loaders/{base.py,web_base.py,url.py} ./scan_partl/

# 3. N A F G FheyXH
cp /mnt/d/GitHub_Projects/langchain/libs/langchain/langchain/

document_loaders/[a-gl* ./scan_partl/

# 4. AT Yasa Gl EELH
./yasa-engine-linux-x64 --language python --analyzer PythonAnalyzer --
uastSDKPath ./uast4py --ruleConfigFile ./rules.json --checkerlds
taint_flow_python_input --entrypointMode AUTO --report ./report_partl
./scan_partl/
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"path™: "values",

"scopeFile": "all", >
L " " lln "attribute”: "P‘J-’thDI’WSSRF",
scopeFunc”: "a el T
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taint_flow_python_input

Description: Pythonis &4} 1 checker, £:{fiffCcallGraphill i #l{Eentrypoint
File: /embaas.py
Line 149: requests.post(self.api_url, var headers:any=headers, var json:any=payload)
SINK RULE: requests.post
SINK Attribute: PythonSSRF
entrypoint:
{

filePath: '/embaas.py’,

functionName: 'lazy parse’,

attribute: 'fullCallGraphMade®,

type: 'functionCall',

packageName: undefined,

funcReceiverType: ''
}
Trace:

/embaas.py

AffectedNodeName: values

65: SOURCE: def validate_environment(cls, values: Dict) -> Dict:
/embaas.py

AffectedNodeName: requests.post

149: SINK: response = requests.post(self.api url, headers=headers, json=payload)
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e SOURCE (i5MiJ5): /i T /embaas.py % 65 17. PR%{ validate_environment(cls,
values: Dict) gibnic it .
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dys1613@DESKTOP-2HP9FH3 : $ python3 poc_ssrf.py
s WEANEEHHE -> http://127.0.0.1:9999
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[!] iSR! AR5 48 C V5 e R bk .
[!'] #5115 : Expecting value: line 1 column 1 (char ©)
dys1013@DESKTOP - 2HPOFH3 : $
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